UNION

Quick Start: Secure Shell v3.2.3

Secure Shell is a program that allows secure network services over an insecure network. The
SSH Secure Shell for Workstations Windows client, replaces other insecure terminal
application such as Telnet and FTP. It allows you to securely remote login to remote host
computers and provides encrypted and authenticated communication between two untrusted

hosts.

To Download and Install the Secure Shell application refer to the following document

http://acaddocs.union.edu/HT_WIN_SSH.pdf

Getting Started

To access the Secure Shell application, do the following:

Click on the Secure Shell icon as shown below.

The following window will be displayed.
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Connecting to a Remote Host
Press Enter/Space to connect and the following connection dialogue box will be displayed.

Some portions of this menu will be blank and you will be required to fill in the necessary
parameters to complete your connection. Such as the Host Name: and Username: entities.
After you have specified these parameters click on the connect button.

The example below shows a connection attempt to the Host Name: idol.union.edu with
Username: rothg

Connect to Bemote Host E
_-::l-' Hast Mame: idol urion. edul Connect I
e User Mame: Imthg Cancel |

Port Mumber: |22
Authentication Method: IPassword j

The following password dialogue box will be displayed prompting you for your system
password. Enter in your system password and then click OK. After correctly specifying your
system password you will be logged into the system.

Enter Password E
Cancel |

Password: I

If you have never connected before using Secure Shell v3.2.3 you may see the following
menu displayed. If this is the case then click Yes and save the host key to the local database.

Host Identification

= You are conneching to the host “idol. union. edu' for the first time.
The host has provided pou itz identification, a host public key.

The fingerprint of the host public key is:
“wucar-dornit-hogat-lenol-viciz-sufov-navyk-vinut-cybulcak us-rasox'

Y'ou can zave the host key to the local database by pressing YES.
Y'ou can continue without saving the host key by prezsing MO,
You can alzo cancel the connection by pressing CANCEL.

Do you want to zave the new host key to the local databaze?

No | Cancel | Help I

Once you have made a successful connection you will get a screen that looks similar to the
one shown below.
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